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Exec. Director for External Affairs & Membership      President and CEO
Tentative Agenda of the IT Security Summit 2016
Wednesday, June 22, Makati Shangri-La

8:00am Registration
_________________________________________________________________________________________________________________

 

8:45am Opening Remarks
Mr.  Danilo  Sebastian  L.  Reyes,  IT-BPAP  Chairman  and  Country  Manager,
Genpact Services LLC 

_________________________________________________________________________________________________________________
 

8:55am Keynote Address
Commissioner Raymund E. Liboro, National Privacy Commission

_________________________________________________________________________________________________________________

9:10am         Presentation: Working Together to Tackle Issues of Cybersecurity and Data
Breaches

                      

Cyberspace being our fifth military domain signifies the importance of digital
infrastructure as a strategic national asset. How will this new domain sustain
our economic growth and to what extent can cyber terrorism cause damage
to a nation when caught unprepared?

In the aftermath of cyberterrorism in the different sectors of a nation – How 
much damage can cyberterrorism cause to a nation?

What are the available sophisticated defenses to prevent cyberterrorism and 
how do we implement them?
_______________________________________________________________________________________________

How  can  the  Federal  Bureau  of  Investigation  (FBI)  help  enable  IT-BPM
companies fight cybercrime?  

How does FBI respond to cyber threats?

Mr.  Lamont  C.  Siller,  FBI  Legal  Attaché,  Embassy  of  the  United  States  of
America, US Department of Justice

_________________________________________________________________________________________________________________

9:35am Discussions:  Public’s sector partnership with the private sector – How do
they  work  together  towards  a  common  goal  on  cybersecurity  and  data
breaches?

 

As the rate of cybercrimes, particularly data breaches, drastically increase in
the  Philippines  along  with  the  hasty  growth  of  borderless  information
technology, how are the different concerned private and public sectors in the
Philippines responding to these thriving cybersecurity concerns? What are
the new initiatives being propelled to ensure that our security laws, processes
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and  infrastructure  are  kept  paced  with  the  security  changes  and
requirements?
_______________________________________________________________________________________________

Implemented Philippine laws on cybercrimes and data privacy.

Cyber law enforcement – What are the current and future challenges?

Assessment of the current cybersecurity infrastructure of the Philippines –
How  mature  are  our  available  resources  and  processes  to  address  the
growing concerns of ICT-enabled companies?

Anti-cybercrime and cybersecurity policies and practices in the Philippine IT-
BPM sector – What security measures are being implemented?

Case studies of data breaches in the IT-BPM industry – How to pro-actively
address future cyber fraud/crime activities within an organization

Protecting  our  communication  infrastructure  (IT-BPM  industry’s  lifeblood)
against cyber threats. What level of protection is in place?

Discussants:
 Senior Superintendent Guillermo Lorenzo T. Eleazar, Director, Anti-
Cybercrime Group, Philippine National Police (PNP)
 Atty. Ronald Aguto Jr., Chief Cybercrime Division, National Bureau of 
Investigation (NBI)
 Mr. Lamont C. Siller, FBI Legal Attaché, Embassy of the United States
of America, US Department of Justice
 IT-BPM Infosec lead

_________________________________________________________________________________________________________________
 

10:10am Networking break
_________________________________________________________________________________________________________________

10:25am Question  and  Answer  on  issues  of  cybersecurity  and  data  privacy.  To  be
moderated  by  Ms.  Genny  Inocencio-Marcial,  IBPAP  Executive  Director  for
External Affairs   

_________________________________________________________________________________________________________________

10:50am Co-Presenter Slot (PLDT)
_________________________________________________________________________________________________________________

11:15am Presentation: Developing an effective cybersecurity strategy – a view from
the top  

As organizations link their business processes to their cyber infrastructure,
effective cyber security is key to an organization’s ability to protect its assets,
data,  intellectual  property,  employees  and  customers.  To  counter  this
evolving  threat,  business  heads  must  ensure  they  have  an  integrated
approach  to  cyber  security  tailored  to  their  business  and  risk  profile,
addressing  not  only  the  technical  aspects  of  their  defense,  but  also  the
people and organizational elements. 
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How serious is the threat facing the IT-BPM sector, and how effective are the
counter  measures?  How  should  top  management  assess  cyber  risk  and
develop an appropriate strategy to manage risk? What are the responsibilities
of the Chief Technology Officer, Chief Risk Officer, Chief Compliance Officer,
Chief Marketing Officer and other C-Level executives?

Speaker to be announced
_______________________________________________________________________________________________

Discussants:
 BGen.  Nicolas  D.  Ojeda  Jr.  (Ret.),  Deputy  Executive  Director  for
Cybersecurity, ICTO-DOST 
 Head  Agent  Jed  Sherwin  G.  Uy,  Agent-in-Charge,  Office  of
Cybercrime, Department of Justice (DOJ)
 Atty.  Raul  Cortez,  Legal  and  Corporate  Affairs  Director,  Microsoft
Philippines
 IT-BPM Infosec lead   

Question and Answer in developing an effective cybersecurity strategy. To be
moderated  by  Ms.  Genny  Inocencio-Marcial,  IBPAP  Executive  Director  for
External Affairs   

_________________________________________________________________________________________________________________

12:25pm   Lunch break
_________________________________________________________________________________________________________________

1:25pm     Presentation: How to properly respond to successful cyber attacks  

IT  Security  includes  cyber  attack  response.   No  matter  how  good  an
organization’s defenses are, they will almost certainly be breached at some
point.  An  IT  Security  Breach  Response  Program  is  therefore  essential  to
manage  the  operational,  legal,  financial  and  other  consequences  of  a
damaging attack, and to maintain the continuity of the business. It is the first
layer of defense and the more attacks prevented the better. 

How  do  you  develop  a  response  program  that  includes  all  relevant
departments? 

How should the lessons learned from a breach be incorporated into a revised
program? 

Speaker (to be announced)
_________________________________________________________________________________________________________________

1:50pm Dialogue: What is your plan of action after a data breach?  

No  set  of  security  measures  is  completely  infallible  to  a  breach.  What
successful businesses of today have to then consider is: What is your plan of
action  after  a  data  breach  when  your  security  and  data  loss  prevention
measures have failed?  
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We set out to get some pro tips from data security experts on what they
would consider to be the best practices for after a data breach has already
occurred.  

Discussants:
 Ambassador John Gomes, Bangladesh Embassy in Manila
 Dr. Nelson Celis,  Past President, Philippines Computer Society (PCS) and

Information Systems Security Society of the Philippines
 Mr.  Lito  Averia, President,  Philippine  Computer  Emergency  Response

Team (PH-CERT)
 IT-BPM Infosec lead
 (to be announced)

 

Each of the discussants will be given 7-10 minutes each. Thereafter, the rest
of the allotted time is for Question and Answer. Moderator to be announced.

_________________________________________________________________________________________________________________

3:00pm Co-Presenter Slot (Globe)
_________________________________________________________________________________________________________________

3:25pm Networking break
_________________________________________________________________________________________________________________

3:40pm (Reserve Slot) 
_________________________________________________________________________________________________________________

4:05pm       Presentation: Information Security Management System

This  presentation  aims  to  provide  the  initial  step  in  establishing  an
Information Security Management System through ISO standards compliance
and  certification.  Then,  followed  by  a  discussion  on  how  to  secure  our
information with cyber security threats through the implementation of  an
internationally recognized standard. 

Mr. Mustafe Bislimi, Director, Professional Evaluation and Certification Board 
(PECB)  

Discussants:
 Mr. Paul Bagatsing, Vice President, AJA Registrar
 IT-BPM Infosec lead 

Presenter will be given 20 minutes and discussants will be given 7-10 minutes
each.  Thereafter,  the rest  of the allotted time is  for  Question and Answer.
Moderator to be determined.  

_________________________________________________________________________________________________________________

5:00pm    IBPAP President Closing Remarks 
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